ABSTRACT
INTRODUCTION
Several cases of high non-technical losses have been reported in many parts of the world showing that electricity fraud is a high dimensionality problem, implicating social, technical and financial factors, sometimes strongly related to both time and location. These characteristics compose a problem that requires extensive analysis, expert knowledge and state of the art technical tools to be solved. In this paper, an overview of the most recent methods for electricity fraud detection, based on data mining and power system analysis is given. Furthermore, metrics for evaluating fraud detection methods will be discussed. It is easily understood that, the provision of expert tools alone for fraud detection will not solve the problem, if an appropriate regulatory framework is not defined. In particular, the following regulatory issues need to be addressed: the role and responsibilities of DSOs and other stakeholders, the methodology used to calculate the amount to be paid by the offender, the legal measures and penalties to combat and prevent frauds, etc. This paper provides a comparative overview of the main regulatory aspects of frauds based on questionnaire circulated among ten EE countries. The questionnaire was formulated and sent by the Strategy and Regulatory dpt. of HEDNO to members of the WG-Distribution Regulation Policy of EURELECTRIC in the first months of 2016. The questionnaire is divided into 3 parts 1) The first concerns the role and responsibilities of the stakeholders associated with electricity frauds, such as network operators, suppliers and regulators.
2) The second is the financial part and more specifically concerns the methodology used to calculate the amount to be paid by the offender.
3) The last module refers to the non-financial measures and penalties that apply in each country to combat and prevent the phenomenon of electricity frauds.
Ten (10) countries were involved:
• Greece (GR)
The paper is structured as follows: Second section reviews the methods of electricity frauds while the third section is a discussion of the evaluation metrics. In fourth section, the questionnaire results regarding the main regulatory aspects of frauds are given. The last section concludes the paper.
OVERVIEW OF ELECTRICITY FRAUD DETECTION METHODS
A large number of fraud detection methods can be found in literature [1] , although the characteristics of real fraud detection systems used in the field are not widely available. Such systems can be organized in the following three categories according to the resources used: Data oriented, network oriented and hybrids. Data oriented methods make use of data mining and data analytics methods on consumer related data, like time series of active energy consumption, consumer location and characteristics, etc. Such methods make no use of network topology or specialized distribution network infrastructure and they are typically agnostic of the grid. A number of data oriented algorithms can be used for classifying the behaviour of consumers regarding frauds. What differentiates these algorithms is the use (or not) of labeled data sets during training. In the case of supervised classification algorithms the existence of labels for both classes (i,e. fraud and no-fraud) is assumed. This means that the DSO keeps a well informed database which already includes a large number of verified fraud and nofraud cases. The most common algorithm in this case is the Support Vector Machine (SVM) which has also proven to be quite efficient, Examples of supervised classification with SVM can be found in [2] [3].Semisupervised or anomaly detection methods can be used in case only one of the two classes is priory known. In this case the DSO is sure that a group of consumers in not Glasgow, 12-15 June 2017
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committing fraud, but this doesn't mean that the rest do (the opposite case is possible too). Examples for such methods can be found in [4] and [5] where two entirely different statistical approaches have been used for detecting frauds. Finally, unsupervised methods are used in the more realistic case where the DSO has no prior knowledge of labels at all. In this case the two classes can be separated by using appropriate clustering algorithms. Fuzzy c-means clustering is used in [6] for example for detecting frauds. The availability of class labels is one of the most important parameters when choosing a data oriented fraud detection system.
Network oriented methods make use of network related data and resources, including network topology, FRTUs, observer meters (meters installed on MV/LV transformer measuring aggregate consumption). Most of these approaches include at some point the use of the observer meter (also known as balance meter), a smart meter installed in the MV/LV transformer which is used to check energy balances in parts of the grid. In case the reading of this meter substantially differs from the sum of the consumer smart meter measurements, fraud can be suspected in the area. The technical losses must also be included in the balancing check. Although this method is good for locating Non Technical Losses in a specific area it cannot indicate specific consumers. In order to enhance such methods, power flow and state estimation techniques are used together with sensor placement algorithms. Sensor placement examines the installation of more sensors throughout the LV distribution grid in order to localize frauds. Examples of network oriented methods can be found in [7] and [8] . Such methods can be much more accurate than data oriented methods but can be difficult to implement, since they require data that are not always available like the LV network topology. In addition, they are typically more expensive, since they require the use/installation of new devices.
Finally, hybrid methods are a mixture of the above two. Data oriented and network oriented methods are combined in an effort to reduce costs and improve accuracy. The observer meter may be used for indicating areas where technical losses occur while data oriented methods may be used to indicate specific consumers inside that area. Examples of such methods can be found in [9] and [10] where SVMs and decision trees are used together with observer meters for locating frauds.
EVALUATION METRICS FOR FRAUD DETECTION METHODS
Any fraud detection system, data oriented, network oriented or hybrid, will produce a list of consumers suspected for frauds. These are marked as follows: A true positive (TP) occurs in case a consumer is actually committing fraud and the FDS (fraud detection system) indicates fraud. Fraud detection systems should maximize TPs in contrast to false positives. A false positive (FP) occurs when the consumer does not commit fraud but the system marks it as fraud. FPs must be kept low, in order to avoid costly inspections on site. True negatives (TN), i.e. cases correctly predicted as not fraud should also be maximized, while keeping false negatives (FN) low. These 4 categories are the main components for calculating evaluation metrics. A large number of metrics can be computed from the confusion matrix, among which the most important ones are the detection rate (recall), false positive rate (FPR) and accuracy.
There are two aspects of the fraud detection problem that make the use of more metrics of utmost importance. The first one is the class imbalance problem and the second is the base rate fallacy phenomenon. Both problems are rooted in the fact that usually the fraud class contains much less members than the not-fraud class. This is typical to most fraud detection problems and not only for non technical loss detection.
Class imbalance creates problems when training data oriented classifiers. A number of methodologies can be followed in order to solve this problem (like over sampling the minority class or under sampling the majority class), but still a metric like recognition rate [11] must be used. This metric includes both false positive and false negative cases, takes into account the size of the two classes and is calculated as follows:
The base rate fallacy phenomenon [9] can mislead a FDS designer in the following way: Assume a classifier with DR=95% and FPR=1%, which is realistic given the results presented in various papers. Assume also that the probability of fraud in the population is 1%. The probability of fraud given an alarm produced by the FDS is called Bayesian Detection Rate (BDR) and calculated as follows:
where:
: the probability of fraud : the probability of no fraud
This means that even with DR=95% and FPR=1% approximately half of the alarms produced by a FDS will be false alarms. values for any metric is not easy and one must always take into account the following parameters: the compensation associated to detecting a fraud (for example in the form of monetary penalty), the cost of not detecting a fraud (energy not billed) and the cost of a false alarm (cost of manual meter inspection).
REGULATORY ASPECTS OF FRAUDS
In this section, the questionnaire results are comparatively provided.
Responsibilities and role of the distribution system operator(DSO)
In all countries, the DSO is in charge of the identification and certification of the electricity frauds. In Spain and Germany, it is indicated that together with the operator, other stakeholders may participate, such as the supplier. Also in all countries, the amount of energy loss estimation is done by the DSO. Responsible for calculating the payable amount of money by the offender is:
• The operator in Bulgaria, Poland, Latvia and the Netherlands • The supplier in Italy, France and Greece. In
Italy the DSO calculates the amount of network damages that occurred and are added to the amount of the debt.
• The supplier/operator in Spain, Austria, Germany. The role of the DSO here is to determine the network charges, while the supplier calculates the energy charges. In case of no contract with the supplier, the calculation is made entirely by the DSO. Fig.1 shows schematically the role of the DSO in European countries as far as the economic calculation of electricity frauds is concerned.
Figure 1.Role of stakeholders in the economic calculation
The methodology for the economic calculation is determined by the Regulatory Authorities in Spain, Bulgaria, France and Italy with the participation of the DSO (volume of losses). In other countries (Poland, Holland, Austria, Germany, Greece, Latvia) the methodology is specified by the Operator. Especially in Latvia, the Government sets maximum value of the recalculated amount of electricity according to the maximum discharge capacity of the connection within a 24-hour period. Regarding the collection of payments:
• In Spain and Austria, the DSO along with the supplier (in case there is a legal contract with a supplier) are in charge, each one for the corresponding part of the bill. Otherwise, only the DSO is in charge. In Bulgaria, for the clients with regulated tariffs, DSO is responsible; otherwise the supplier is in charge.
• Only the operator is responsible in Poland, Latvia and Netherlands • Only the supplier is responsible in France, Germany, Greece and Italy. 
Methodology For Calculating The Amount Of Recovery
All countries calculate the amount according to the conventional formula (E * P) (E = energy used estimation, P = cost). Additional amount to be paid on top is considered in Poland, Latvia, Italy and Germany. 
Non-Financial Penalties And Measures
All countries except Poland, disconnect the offender and make parallel use of extrajudicial remedies. Reconnecting the offender to another supplier is feasible without paying debts in Spain, Poland, Netherlands, Greece and Italy. Reconnection is not possible without paying for Bulgaria, Austria, France, Latvia and Germany. Exceptions are recognized in Austria, in case of vulnerable customers. 
CONCLUSIONS
Electricity fraud is a widely spread phenomenon which must be tackled in order to reduce costs, ensure individuals safety and infrastructure integrity and prevent subsidies from the honest costumers. A large number of fraud detection methods have been presented in literature borrowing concepts from various fields including data mining, network analysis, cyber security etc. When choosing a specific methodology the available resources and costs for implementing the FDS must be taken into account. In addition, a variety of metrics must be evaluated not forgetting to account for the data imbalance and base rate fallacy problems. The key role of the distribution system operator to identify, certify and manage the electricity frauds is recognized in all European countries. In some cases close cooperation with suppliers is needed.
